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1. INTRODUCTION

In the digital era, data management has become a critical aspect of ensuring the effectiveness and
efficiency of organizations. According to the Digital 2023 Global Overview Report by We Are Social and
Hootsuite, global internet users have reached more than 5.16 billion, accounting for approximately 64.4% of
the world’s population [1]. This statistic highlights the growing accessibility of information and
communication technology, which has extended its impact to the education sector. Many institutions, including
educational organizations, have transitioned to technology-based systems to integrate various data and
processes that were previously managed manually or separately. The goal is to create structured platforms that
simplify access and improve productivity in information management [2].

In higher education, the management of academic journals has become a key focus to support academic
needs and improve research quality. Rumah Jurnal, a unit at UIN Sunan Gunung Djati Bandung, oversees the
management of over 100 academic journals across various faculties. This number continues to grow in line
with the increasing volume of research and academic publications. The escalating complexity of journal
management necessitates a system capable of integrating multiple legacy systems into a centralized platform.
The lack of such integration not only complicates data management for administrators but also creates
confusion for users attempting to access journals.

Furthermore, variations in existing system versions often lead to technical challenges in searching for
and downloading journal articles. This hinders the accessibility of academic information, particularly for users
requiring quick and efficient access to data. Consequently, an integrated system is needed to facilitate user
access to journals while enhancing the efficiency of data management for administrators.

The proposed system aims to address these challenges by simplifying the processes of searching,
downloading, and managing academic journals. By adopting technologies that support integration from
previous systems and offering flexibility for adding new journals, this platform will serve as a robust foundation
for the development of journal services at Rumah Jurnal UIN Sunan Gunung Djati Bandung. This paper
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discusses the design and deployment of a backend system for journal integration using ExpressJS. The system
seeks to improve service quality and the accessibility of academic information at UIN Sunan Gunung Djati
Bandung.

2. METHOD

The backend integration system for Rumah Jurnal was designed to consolidate multiple legacy journal
management systems into a centralized platform. ExpressJS was chosen as the core framework for building
RESTful APIs due to its lightweight nature and scalability [3], [4]. These APIs provide secure endpoints for
data synchronization, utilizing API key authentication and HTTPS encryption to ensure data security [5], [6].

The database layer was implemented using MySQL, known for its efficiency in managing structured
data and ensuring data integrity [7], [8]. Custom scripts were developed to transform and map data from various
legacy system formats into a unified schema, addressing compatibility issues [3], [9].

Deployment was conducted on a Virtual Private Server (VPS), configured with Nginx as a reverse proxy
to manage traffic efficiently and PM2 for process monitoring and stability [10], [11]. This setup ensures high
availability and fault tolerance, critical for handling concurrent user requests [12]-[14].

To validate the system, functional testing confirmed the accuracy and reliability of API endpoints, while
load testing evaluated performance under high traffic conditions [15]. These tests ensured that the platform
meets the needs of both users and administrators effectively.

3. RESULT AND DISCUSSION

This section provides an analysis of the system's functional and non-functional requirements, focusing
on how each element contributes to the overall effectiveness. It also examines the system's architecture, design
choices, and their implications, laying the groundwork for the system’s development and deployment.

3.1. System Analysis

This section examines the functional and non-functional requirements of the system, followed by the
system architecture diagram. The design focuses on efficiently handling sensitive data while ensuring security,
scalability, and usability. From a functional perspective, the system needs to support key operations such as
data retrieval, processing, and synchronization, as well as handle user authentication and authorization [16].
Non-functional requirements, on the other hand, emphasize aspects such as performance, reliability, and
security, which are crucial for ensuring the system operates optimally and securely under varying loads [17],
[18]. The system architecture should also ensure seamless communication between components, making use
of web technologies such as Express for backend services, and incorporating cloud-based solutions for
scalability and reliability [19], [20]. Additionally, the use of modern database technologies is vital for
maintaining data integrity and accessibility [3], [8], [21]. Together, these elements form the foundation for a
robust system capable of meeting both user and organizational needs.

3.1.1. Functional Requirements
The functional requirements are critical to ensuring the system meets its purpose of synchronizing and
providing journal data for the main application. The following table outlines the primary functional
requirements:
Table 1. Functional Requirements

Code Description

F-01 The system can collect and synchronize journal data from various
previous database versions.

F-02 The system provides an API endpoint for journal data access that has
been synchronized, ready to be retrieved by the main application
backend.

F-03 The system can authenticate and authorize API keys to specify which

applications can access them.

The functional requirements described in the table are fundamental to the system's operation. F-01
ensures that the system is capable of collecting and synchronizing journal data across different versions of
previous databases, ensuring that the most up-to-date and comprehensive data is available for the application.
F-02 establishes that the system will expose an API endpoint to allow other applications, such as the main
backend, to retrieve the synchronized journal data efficiently. This ensures smooth data transfer and integration.
Lastly, F-03 focuses on security, specifying that the system will authenticate and authorize API keys. This
access control mechanism ensures that only authorized applications can retrieve the journal data, protecting
sensitive information and maintaining data integrity. These requirements ensure the system is both functional
and secure while meeting the needs of the main application backend.
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3.1.2. Non-Functional Requirements
The non-functional requirements outlined in Table 2 emphasize the quality attributes necessary for
the system to operate effectively and securely. Below is the table:

Table 2. Non-Functional Requirements
Code Description
NF-01 The system has a responsive performance, with an endpoint response
time of no more than 5 seconds per request.
NF-02 The system implements API security with API key authentication to
limit access only to the main application backend.

NF-03 The system performs data encryption during transfer to maintain data
confidentiality and security during the synchronization process.
NF-04 The system provides mechanisms for monitoring and logging

synchronization activities for performance and security analysis.

The non-functional requirements ensure that the system operates smoothly and securely. NF-01
focuses on performance, ensuring that the system is responsive with an endpoint response time of no more than
5 seconds per request. This responsiveness is crucial for maintaining user satisfaction. NF-02 highlights the
importance of security through API key authentication, limiting access exclusively to the main application
backend. This ensures that only authorized entities can interact with the system. Additionally, NF-03 specifies
the need for data encryption during transfer, safeguarding data confidentiality and security. Lastly, NF-04
ensures that the system provides monitoring and logging mechanisms for synchronization activities, allowing
for a thorough analysis of performance and security. These non-functional requirements are essential for
maintaining a secure, reliable, and efficient system.

3.1.3. System Architecture

Database Aplikasi Utama

Database Sistem Sebelumnya

A
Sistem melakukan get data dan A_plikasi utama m_epyimpan hasilnya
mengembalikan hasilnya ke aplikasi utama di database sendiri
Sistem Integrasi Aplikasi Utama
. o Backend dan
Baclknetzdrglssitem D Frontend Aplikasi
9 Utama

Aplikasi utama mengirim request sinkronisasi data
ke backend sistem integrasi

Database Sistem Sebelumnya

Figure 1. System Architecture

This backend system architecture is designed to synchronize journal data from various versions of the
previous system and consolidate them into one centralized database. The backend serves as an integration
service, collecting journal data from the older systems and providing it to both the backend and frontend of the
main application. By centralizing the data, the system ensures that users can access consistent journal
information without needing to visit multiple websites or deal with different database versions [22].

In Figure 1, we can see that the integration backend acts as an intermediary, managing the process of
retrieving data from each database and consolidating it in one central location. The main application backend
can then access this synchronized data through the provided API, ensuring that the journal data is always up-
to-date and aligned with previous system versions. This architecture optimizes the efficiency of data retrieval
and simplifies access for both the backend and frontend applications [23].

3.2. API Development

The API development process for this system involved designing robust and scalable endpoints to
support the underlying functionalities [5]. The focus was on optimizing each API call for efficiency and
security, with careful consideration of how it interacts with the backend to retrieve and process data. The source
code for each endpoint was crafted with best practices in mind, following the principles of clean architecture
and maintainability. Beyond just writing the code, each endpoint was rigorously tested to verify its
performance, input validation, error handling, and response consistency. The testing phase was crucial to
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confirm the reliability of the API under different conditions, ensuring it could handle a variety of requests
smoothly [24]. Frameworks such as Express were leveraged to build the server-side logic, while tools like
Postman were used to simulate real-world scenarios and identify potential issues [25]. The results from these
tests were instrumental in fine-tuning the API, ensuring it met all functional requirements and was ready for
production.

3.2.1. API Implementation

In this stage, the API was developed using JavaScript with the Express.js framework and the MySQL
package [26], [27]. This API is designed to access journal data, with only one main endpoint, /journals.
This endpoint is used to retrieve all journal data from various versions of the previous journal system.

The program runs queries to fetch data from all the databases in the old journal system, and then the
data is provided to the main backend application to be stored in its database. The collected data is stored and
made available in both the backend and front end of the main application, allowing journal information to be
accessed and synchronized efficiently.

To maintain security, access to this endpoint requires an API key, which is only provided to the main
backend when performing the data synchronization process from this integration backend. This ensures that
only authorized systems can access the journal data.

require('dotenv').config();
const express = require('express');
const mysql = require('mysql2');

const app = express();

const connection = mysql.createConnection({
host: process.env.DB_HOST,
user: process.env.DB_USER,
password: process.env.DB_PASSWORD,
database: process.env.DB_NAME

1)

function getCoverFileName(data) {
let result = {};
const regex = /s:\d+:"([*"]+)";/8;
let match;

while ((match = regex.exec(data)) !== null) {
result[ s:${match[1].1length} ] = match[1];
}

let response = result['s:23'];

if(result['s:23"'] == null){
response = result['s:26'];
}

return response;

}

// Middleware to check API key (as shown earlier)
app.use((req, res, next) => {
const apiKey = req.headers['x-api-key'];
if (apiKey !== process.env.API_KEY) {
return res.status(401).json({ error: 'Unauthorized: Invalid APIKey' });

}
next();
})s
app.get('/journals', (req, res) => {
try {
const query = "some-query-to-database;

// Query the database
connection.query(query, (error, results) => {
if (error) {
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console.error('Error fetching journal data:', error);
return res.status(500).json({ error: 'Internal Server Error'});

¥

// Get the base_url from query parameters

const base_url = req.query.base_url;

// Process results

results.forEach(journal => {

journal.baseUrl = base_url;

// Update cover URL if available

journal.cover = journal.cover ?

“${base_url}/public/journals/${journal.id}/${getCoverFileName(journal.c
over)}  : null;

// Add additional URLs based on journal.path

journal.aimsAndScope = “${base_url}/index.php/${journal.path}/about";

journal.archiveUrl =
“${base_url}/index.php/${journal.path}/issue/archive’;

journal.submitUrl =
“${base_url}/index.php/${journal.path}/about/submissions”;

journal.authorGuideUrl =
“${base_url}/index.php/${journal.path}/about/submissions”;

1)

// Return the modified results
res.status(200).json({
error: null,
data: results
}s
1
} catch (err) {
console.error('Unexpected error:', err);
res.status(500).json({ error: 'Unexpected Server Error', data: null});

}
1)

// Start server
const PORT = process.env.PORT || 3000;
app.listen(PORT, () => {

console.log( Server is running on port ${PORT} );

1)

The source code above utilizes JavaScript, Express.js, and MySQL to retrieve journal data from the
old system. The main endpoint /journals is used to fetch journal data, including information such as title,
ISSN, publisher institution, publisher URL, contact email, description, and scope.

This API also includes middleware that checks the API key to ensure that only authorized systems
can access the data. When sending the data, URLs for the journal covers and additional links (such as "aims
and scope" and "archive") are adjusted using a base url parameter provided as a query parameter. To handle
cover images, the function getCoverFileName is used to process the file name from the serial data fetched
from the database.

3.2.2. API Testing

This section demonstrates the API testing with two scenarios: one using a valid API key and the other
using an invalid API key. The testing is performed using tools like Postman or cURL to interact with the
/journals endpoint, verifying that the system behaves as expected under both conditions [25].

In the first scenario, a request is sent to the /journals endpoint with a valid API key in the request
header. The system successfully authenticates the API key and returns the synchronized journal data.
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Figure 2. API Valid Response

In this case, the response includes a 200 0K status along with the data for the journals, which includes
the title, ISSN, publisher information, and other relevant details. This demonstrates that the API is functioning
correctly when an authorized system makes a request.

In the second scenario, a request is sent to the /journals endpoint with an invalid API key. The
system is expected to reject the request and respond with an error message.

Params Authorization leaders (6) Body Scripts Settings
Body Cookies eaders (7, e esults 0} 401 Unauthorized

{} JSON

1

Figure 3. API Invalid Response

Here, the system responds with a 401 Unauthorized status, indicating that the API key provided is
invalid. This ensures that only systems with a valid API key are able to access the journal data, maintaining
the security of the API.

These tests confirm that the API is correctly handling both valid and invalid API keys, ensuring that
only authorized users can access the sensitive journal data. When a valid API key is provided, the system
successfully authenticates the request, retrieves the appropriate journal data, and returns it to the requesting
application, demonstrating the secure access flow. On the other hand, when an invalid API key is used, the
system appropriately rejects the request by returning a 401 Unauthorized error, preventing unauthorized
users from gaining access to the data [3]. This behavior is crucial for maintaining the integrity and security of
the journal data, as it ensures that only systems with proper authorization are allowed to retrieve or manipulate
the data. Additionally, the implementation of this authentication process helps protect the backend system from
malicious actors who might attempt to gain unauthorized access or disrupt the synchronization process.
Therefore, the API’s handling of API keys is a critical feature in ensuring the overall security and reliability of
the system.
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4. CONCLUSION

This paper presents the design, development, and deployment of a backend integration system for
Rumah Jurnal at UIN Sunan Gunung Djati Bandung. The system addresses the challenge of managing and
integrating multiple legacy journal management systems by providing a centralized platform for
synchronization, data retrieval, and secure access. By leveraging ExpressJS, MySQL, and a Virtual Private
Server (VPS) with Nginx and PM2, the system ensures scalability, reliability, and secure data handling.

Through the implementation of a well-defined API architecture, the system supports seamless data
synchronization, improving accessibility for users while providing administrators with a simplified data
management interface. Performance and load testing confirmed the system's ability to handle high traffic
volumes efficiently, meeting both functional and non-functional requirements.

The proposed system not only improves the user experience by offering quick and consistent access to
academic journals but also enhances the operational efficiency of the Rumah Jurnal team by reducing the
complexity of managing multiple journal databases. The integration system's security features, such as API
key authentication and data encryption, ensure that sensitive journal information is well-protected during
synchronization and transfer.

In conclusion, the backend integration system provides a scalable and secure solution to modernize
journal management at UIN Sunan Gunung Djati Bandung, offering a robust foundation for future growth and
the continuous expansion of Rumah Jurnal services.
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